Al CHATBOTS
AND TEEN SAFETY

Understanding Al Chatbots

Al chatbots are becoming more popular among teens and young people. These programs

use artificial intelligence to simulate conversations, sometimes offering companionship or

emotional support. While they can be fun and engaging, and helpful for research, they

also come with risks, including exposure to inappropriate content, emotional attachment,

and privacy concerns. This guide will help you understand these risks and offer guidance
in keeping safe.
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Artificial Intelligence (Al):

Al refers to technology that allows computers to mimic human intelligence. Al is
used in many applications, from voice assistants to image generation.
Generative Al:

This is a type of Al that can create new content, like text, images, or videos, based on
prompts or instructions given by users.

*Al-Generated Explicit Content:

Al tools that create explicit or adult content, like images or videos, often
based on user requests. This content is created by machines, not humans.

Deepfakes are realistic-looking videos or images that use Al to manipulate or alter real
content. For example, a video may show a person doing or saying something they never
did. Deepfakes can be very convincing, and people often can’t tell if the content is real

or fake.

Legal Risks:
In the UK, creating, sharing, or possessing explicit Al-generated content involving
minors is illegal. This includes images or videos of minors that have been manipulated
or created by Al.




Potential Risks
for Teens

Some chatbots engage in explicit
conversations or role-play, even without
user requests.

Al chatbots may mention self-harm,
suicide, or illegal activities, which can be
harmful to vulnerable teens.

Many platforms lack strict age
verification, meaning younger users can
access adult content.

Teens may form deep emotional bonds
with Al chatbots, seeing them as friends
or even romantic partners.

Losing access to a chatbot (e.g., due to an
update) can feel like a breakup.

Al chatbots are always available, which
can create unrealistic expectations about
relationships.

Al chatbots store and analyse
conversations, often using the data for
advertising.

Some chatbots may encourage users to
share personal information, which could
be used against them

Snapchat’s My Al uses location tracking
to suggest places and push ads.

Some users report chatbots encouraging
inappropriate fantasies, which could
affect real-life behaviour.

Some Al chatbots promote crime, risky
behaviours, or violence.

They may normalise unhealthy
relationship dynamics, including control
and unrealistic expectations.

How to Protect
Your Teen

Ask about their experiences with Al
chatbots. Listen without judgment to
encourage honesty.

Discuss what healthy relationships look
like and why Al can’t replace human
connections.

Talk to your teen about online safety and
set expectations for appropriate content.
Discuss how online influences shape
beliefs and behaviours.

Limit Al chatbot usage and encourage
balance with offline activities. Set
healthy time limits for Al chatbot usage.

Monitor app permissions to prevent

location tracking and excessive data

collection. Check and adjust privacy
settings on all apps.

Warn against sharing personal details like
addresses, school names, or financial
info.

Use parental controls to block
inappropriate apps and restrict access to
risky websites.

Encourage real-life friendships and social
interactions.

Watch for behavioural changes that
might signal emotional distress.

Teach them to question Al-generated
advice and verify information.

Help your teen explore safe Al tools for
learning and creativity.

By staying informed and engaged, you
can help your teen navigate Al safely and
responsibly.




Resources for Parents

www.commonsensemedia.org
Offers reviews and advice on apps, games, and Al
tools used by kids and teens.
Provides parent guides on internet safety, digital
well-being, and Al risks.

www.saferinternet.org.uk
Covers Al-related risks, cyberbullying, and data
privacy concerns.
Provides free resources for parents, schools, and
professionals.

If you suspect your child has been exposed to harmful online
content or is being exploited, you can report concerns to:
CEOP (Child Exploitation and Online Protection Command) -
www.ceop.police.uk
CEOP is a UK law enforcement agency that helps protect
children from online abuse and exploitation. Parents and
young people can make reports about suspicious online
interactions.

JTeen is an award-winning mental health service for Jewish youth
aged 11-24, offering confidential, therapist-led support and early
intervention. JTeen supports young people through its
supportline, school partnerships, and targeted wel beini
programmes. For more information, visit www.jteen.co.u

or email info@jteen.co.uk

This brochure was produced by the
JTeen Safeguarding Team.

Awards ¢) _ ‘08 E&%MUNITY
Winner‘
X 2024

A 2
Ping of the **

© JTeen 2025.




